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A Cﬂfessage from:

DUSTIN MCDANIEL

Attorney General

Dear Reader:

The Internet is a place where we can find a lot of useful information, talk to our friends and
even get help with our homework. While the Internet has the potential to be a very useful
resource, you should know that it also has the potential to be a danger to your personal safety.

This book is designed to help you navigate the Web safely. We hope the games and material
contained here will be both fun and informative, so that you can feel secure when you surf
and know how to react when you encounter potential dangers.

When you finish with this book, if you have any questions, talk to your parents or teacher.
And remember, whether you are in cyberspace or real life, your safety is in your hands.

Have fun with this book!
Sincerely,

Dustin McDaniel
Attorney General
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CIRCLE YOUR

1.) I'm online and | meet someone my age in
a chat room. Is it OK to give him or her my
address or phone number so we can get
together?
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2.) | have a digital picture of myself, and
someone | met online wants to see it. Is it OK
to send it to that person?

YES NO

3.) I'm visiting a site from a company or
organization that sounds familiar to me. They
want my name and phone number so | can
enter a contest. Is it OK to enter?

YES NO

4.) I'm in the middle of a chat session and
someone says something really mean.
Should I:

a. Say something mean back?
b. Ask them to apologize?

c. Don’t respond; tell an adult
if it bothers me

5.) My parents and | have established rules
as to what | can do on the Internet when I'm
home, but I'm at a friend's house. Should |
go by my parents' rules or do whatever my
friend does?

a. Go by your parent’s rules
b. Do whatever your friend does
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- Use The Rule

Always ask permission from a parent or teacher to give out private
information online. Even though there are grown-ups around when
you go online, you are at the controls.

You’ll find pages on cool sites that ask for private information. It’s
important to stop and get your parent or teacher.

Can you handle it?
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1. You should not give out personal information such as your name,
home , school name, or telephone number in a chat room.
2. You should never write to someone who has made you feel or

scared.
3. You should not
permission of your parents.
4. You should tell your parents right away if you read anything on the
that makes you feel uncomfortable.
5. If you get an from someone that you don't know, you shouldn't open
it, and you should tell an adult.
6. Peoplein rooms are not always who they say they are.

someone or have them visit you without the
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Terrance is a videogame guru. He enjoys playing all
types of games but his favorite game is an
interactive Web game in which he creates his own
character. The game involves players from all over
the country. He frequently runs into one particular
player, whom he recognizes by his character. The
player asks him what school he attends and what
sports teams he plays on. Terrance remembers his
Internet Safety rules and signs off and tells his
parents.
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what school
@ do u go to?
do u play

any sports?
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Recognizing Bullies

Whether bullies are face-to-face or online, they feel
powerful when they bother other people. They may use
hurtful words or make threats. Often the online bully is
someone you know in real life. Perhaps the bully finds it
easier to be mean and nasty online, when he or she can’t
see the other person’s reaction. Online or offline, bullying is
meant to make you feel uncomfortable. Usually, online
bullying does not cross over into real life, but it can. Either
way, it’s upsetting.

Taking Action

Bullying should not
be tolerated, whether in
school or in cyberspace.
Trust your uncomfortable
feelings — they mean
something is wrong —
take the following steps:

« Sign off of the computer.

» Leave the chat room or Web site.

« Block the bully’s messages.

« Save and print the bully’s e-mails or your message logs.

* Never reply to a bully.

» Talk over how to handle the situation with a friend.

* Report your experience to a parent, teacher, or other
trusted adult.
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ACross

1. 1 should not send a picture of myself without my parent’s

5. that I receive from strangers should be shared with my parents.

6. 1should always let my know if something scares me on the Internet.

Down

2. 1 will follow my parents for Internet safety.

3. It can be fun to be on the Internet as long as we are

4. 1should never give my or any other personal information to anyone
online.

7. 1should my parents’ permission before logging onto the computer.

8. Itiso.k.tosay

uncomfortable.

if someone does or says something to make me feel
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| will only go into chat rooms for kids that
have monitors.

| will never reply to, or click on alink inan IM
from someone who is not a face-to-face friend.

| will pick chat and messaging screen names
that are different from my E-mail address.

My screen name does not tell my name, age,
or whether I am a boy or girl.

| know what kinds of information are private.

| will not give out private information when
chatting.

| will not answer questions that make me
uncomfortable.

WHEN IN DOUBT: | will ask my parents for
help. If I'm not sure, | will log off.

Follow: these rulesito online safety!
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The Mississippi
River is the
dividing line

between

Tennessee and

A man left home running. He
ran a ways and then turned
left, ran the same distance
and turned left again, ran the
same distance and turned left
airplane crashed again. When he got home
exactly in the there were two masked men.
middle of the Who were they?
Mississippi River,
where would the
survivors be

Arkansas. If an
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What 11-letter Toe
English word
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4 Magic Squares are a combination of squares with numbers in each box. The sum of
*its numbers in all of the rows, columns and diagonals are equal. The puzzle on the
left is a sample. Fill in the missing numbers to find the answers to the other puzzles.
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If in doubt while you are surfing the Internet, always talk
to your parents. If something happens, contact the
service provider of the CyberTipline at 1-800-843-5678.

INTERNET CRIMES AGAINST CHILDREN

TASK FORCLE

Office of Attorney General Internet Crimes Against Children
Dustin McDaniel Task Force
323 Center Street, Suite 200 Arkansas State Police
Little Rock, Arkansas 72201 #1 State Police Plaza Drive
Phone: (501) 682-1020 Little Rock, Arkansas 72209
1-800-448-3014 (501-618-8155

www.ArkansasAG.gov
CYBERTIPLINE

1-800-843-5678

This document, prepared by the Attorney General's Office, was supported by Cooperative Agreement No. 2007-MC-CX-
K005, awarded by the U.S. Department of Justice, Office of Juvenile Delinquency and Prevention. The opinions, findings, and
conclusions or recommendations expressed in this document are those of the author and do not necessarily represent the
official position or policies of the U.S. Department of Justice or the OJJDP.



